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Virginia Tech Class 1 Application Server Certificate Profile

Field Format Criticality Flag Value or Content Com
Certificate
tbsCertificate 0 ] e START OF FIELDS TO E
version
ExplicitVersionNumber INTEGER 2 Value of "2"
serialNumber
CertificateSerialNumber INTEGER 0 Unique Integer suppli
signature
Algorithmldentifier Must match Algorithm Identifier in
Choice of follo
algorith oD 1:2:840:113549:1:1:5 1:2:840:113549:1:1:5_for
1:2:840:113549:1:1:4 fo
1:2:840:10040:4:3
parameters ANY NULL Typ€ TOI RSA, uomalr;r":e:_l
issuer
Name X.500 Distinguished name «
RDNSequence C=;0=;0U=;and(
RelativeDistinguishedName SET OF T LT s
AttributeTypeAndValue SEQUENCE Sequence of AttributeT
AttributeType oID DC= DC=edu
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID DC= DC=vt
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OoID 2546 C=US
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 25410 O=Virginia Polytechnic Institute an
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 2543 CN=Virginia Tech Class 1 Server (
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 2545 serialNumber=3
AttributeValue uft8String
validity SEQUENCE
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Virginia Tech Class 1 Application Server Certificate Profile

Field Format Criticality Flag Value or Content Com
notBefore 2 year certific
Time CHOICE CHOICE OF ONE of
utcTime
UTCTime YYMMDDHHMMSSZ Use for dates up to
notAfter
Time CHOICE CHOICE OF ONE of
utcTime
UTCTime YYMMDDHHMMSSZ| Use for dates up to
subject
Name X.500 Distinguished name ¢
RDNSequence C=;0=;0U=;CN=;an
RelativeDistinguishedName SET OF VT y h”‘
AttributeTypeAndValue SEQUENCE Sequence of AttributeT
AttributeType OID DC= DC=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID DC= DC=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 2546 C=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OoID 2548 ST=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType oID 25.4.10 O=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType oID 2.5.4.11 OuU=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 2543 CN=
AttributeTypeAndValue
AttributeType oID 2545 iir;ﬂ::lurrnuer:x wWnere X'TS a Umnig
AttributeValue uft8String

Algorithmldentifier

Public key a
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Field Format Criticality Flag Value or Content Com
Choice of follo
algorithm oID 1:2:840:113549:1:1:1 1:2:840:113549:1:1:1
1:2:840:10040:4:1 for
parameters ANY NULL Typ€ TOI ROA, uomalr;rg{
subjectPublicKey BIT STRING The detail is def
extensions
See RFC 2459. CHOICE of eith
AuthorityKeyldentifier CHOICE FALSE extnID {id-ce 35} (authorityCertlssuer and authol
remave unused formats
keyldentifier OCTET STRING Derived using the SHA:
SubjectKeyldentifier FALSE extnlID {id-ce 14}
keyldentifier OCTET STRING Derived using the SHA-
KeyUsage BIT STRING TRUE extnID {id-ce 15} Any subset combination of
digitalSignature (0) 1
nonRepudiation 1) 1
keyEncipherment (@) 1
dataEncipherment (3) 1
keyAgreement (4) 0
keyCertSign (5) 0
cRLSign (6) 0
encipherOnly (7) 0
decipherOnly (8) 0
certificatePolicies FALSE extnID {id-ce 32} ST T e e
PolicyInformation
policyldentifier OID 1.3.6.1.4.1.6760.5.2.1.1.1 Refers to the
OPTIONAL. Please remove if unug
policyQualifiers be multiply defined.If only one F
remove the other
PolicyQualifierlnfo
policyQualifierld {id-gt-cps} Certificate Polic
CPSuri IA5String http://www.pki.vt.edu/vtclc/eps/ URI for retri
SubjectAltName FALSE extnID {id-ce 17} This extension need nof
GeneralNames SEQUENCE Multiple GeneralName may be ut
GeneralName CHOICE . irlolle/= e .ONE o (otherN;
directoryName, ediPartyName, un
rfc822Name IA5String May be usef
GeneralName CHOICE
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Field Format Criticality Flag Value or Content Com
dNSName IA5String
GeneralName CHOICE
directoryName
Name
RDNSequence
RelativeDistinguishedName SET OF T AT LR AT Y
AttributeTypeAndValue SEQUENCE Sequence of AttributeT
AttributeType OID 2546 C=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 25438 ST=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OoID 25.4.10 O=
AttributeValue uft8String
AttributeTypeAndValue
Attribute Type OID 2.5.4.11 OuU=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID 2543 CN=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType oID DC= DC=
AttributeValue uft8String
AttributeTypeAndValue
AttributeType OID DC= DC=
AttributeValue uft8String
GeneralName CHOICE
uniformResourceldentifier IA5String
GeneralName CHOICE
iPAddress OCTET STRING
BasicConstraints TRUE extnID {id-ce 19}
cA BOOLEAN FALSE Default
pathLenConstraint INTEGER Meaningful on
ExtKeyUsageSyntax FALSE extnlD {id-ce 37} multiple KeyPurpc
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Field Format Criticality Flag Value or Content Com
One or more of id-kp-serverAuth, i
KeyPurposelD OID serverAuth,clientAuth id-kp-emailProtection, id-kp-ipsecE
ipsecUser, id-k
cRLDistributionPoints FALSE CUTTCanty 1S aepenaent on e 1
CRLDistPointsSyntax multiple Distirubior
DistributionPoint
distributionPoint OPTIONAL. Pleas
fullName
GeneralNames SEQUENCE multiple GeneralN
GeneralName CHOICE
uniformResourceldentifier IA5String http://www.pki.vt.edu/vtc1s/crl/cacrl.crl
------ END OF FIELDS TO BE
signatureAlgorithm
Algorlthmldentlfler VIUST MTAatCIT AIQOTTIIT TOSTeT l:
Choice of follo
1:2:840:113549:1:1:5 f
algorithm oD 1:2:840:113549:1:1:5 840:113549:1:1:5 for
1:2:840:113549:1:1:4 fo
1:2:840:10040:4:3
NULL Type Tor KSA,  Dormamear
parameters ANY =
signatureValue BIT STRING (Calculated)




